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What's New In The Community



Mark Your Calendars MN Office 365 Users Group

. . - June 12th — 12PM to 3PM CST
https://mn365.org/

Commsverse (London)
- June 21t and 22nd

https://www.commsverse.com/

MN Teams Users Group
- August 10th -


https://mn365.org/
https://www.meetup.com/mnteams/

Mark Your Calendars
3PIP Support Ends on July 31, 2023.

https://techcommunity.microsoft.com/t5/microsoft-teams-blog/deadline-approaching-to-migrate-3pip-
phones-to-microsoft-teams/ba-p/3814072

Activity Details: Sign-ins

Basic info

Activity Details: Sign-ins

3SIC InfO Location




Teams + Compliance




Introduction
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Powered by an intelligent platform

Unified approach to automatic data classification, policy management, analytics and APIs




Create and manage sensitivity labels




Create and manage sensitivity labels

Sensitivity labels from the Microsoft Purview Information Protection
let you classify and protect your organization's data, while making
sure that user productivity and their ablllty to collaborate isn't




Label scopes

When you create a sensitivity
label, you're asked to configure
the label's scope which
determines two things:

A Which label settings you can
configure for that label

A Where the label will be visible
to users

Define the scope for this label

Labels can be applied directly to files, emails, containers like SharePoint sites and Teams, Power Bl items, schematized
data assets, and more. Let us know where you want this label to be used so you can configure the applicable
protection settings. Learn more about label scopes

Items

Configure protection settings for labeled emails, Office files, and Power Bl items. Also define auto-labeling
conditions to automatically apply this label to sensitive content in Office, files in Azure, and more.

Groups & sites
Configure privacy, access control, and other settings to protect labeled Teams, Microsoft 365 Groups, and
SharePoint sites.

Schematized data assets (preview)

Apply labels to files and schematized data assets in Microsoft Purview Data Map. Schematized data assets
include SQL, Azure SQL, Azure Synapse, Azure Cosmos, AWS RDS, and more.



Sensitivity label settings for groups & sites (containers)

Sensitivity labels can be applied to item level (files and emails) or
container level, such as Microsoft Teams sites, Microsoft 365 groups,
and SharePoint sites.

A Privacy (public or private) of teams sites and Microsoft 365 groups

A External user access

A External sharing from SharePoint sites

A Access from unmanaged devices

A Authentication contexts (in preview)

A Default sharing link for a SharePoint site (PowerShelonly configuration)

A In preview: Site sharing settings (PowerShelonly configuration)



Privacy and external user access settings

Configure the Privacy and External users access settings.

New sensitivity label

@ Name & description Define privacy and external user access settings
® s Control the level of access that internal and external users will have to labeled teams and Microsoft 365 Groups.
cope

Privacy

& ltems These options apply to all Microsoft 365 Groups and teams that have this label applied. When applied, these
settings will replace any existing privacy settings for the team or group. If the label is removed, users can change
it again.

G & sit
@ Groups & sites @) Public
Anyone in your organization can access the group or team (including content) and add members.

® Privacy & external user access O Private
Only team owners and members can access the group or team, and only owners can add members.

External sharing & conditional access Q None

Team and group members can set the privacy settings themselves.

Schematized data assets (preview) External user access

Let Microsoft 365 Group owners add people outside your organization to the group as guests. Learn about guest access
Finish



Device external sharing and device access settings

When this label is applied to a SharePoint site, these settings will replace existing external sharing settings configured for the site

@ Name & description Define external sharing and conditional access settings

L < Control who can share SharePoint content with people outside your organization and decide whether users can access
‘ cope labeled sites from unmanaged devices

@ ltems Control external sharing from labeled SharePoint sites

D

Groups & sites Content can be shared with

( ' Anyane ©
Users can share files and folders using links that don't require sign-in.

Privacy & extemnal user access . -
(®) New and existing guests (U
Guests must sign in or provide a verification code.

®  External sharing & conditional access N
"/_ _:I Existing guests ©
Only guests in your organization's directory
(O Schematized data assets (preview) /‘/, Only people in your organization
| No external sharing allowed.
O Finish Use Azure AD Conditional Access to protect labeled SharePoint sites

You can either contral the level of access users have from unmanaged devices o select an existing authentication context to
enfarce restrictions.

(@)  Determine whether users can access SharePoint sites from unmanaged devices (which are devices that aren't hybrid Azure
AD joined or enrolled in Intune).

(D For this setting to work, you must also configure the SharePoint feature that blocks or limits access to SharePoint files from unmanaged
devices. Learn more

®) Allow full access from desktop apps, mobile apps, and the web

') o
) Allow limited, web-only access (U

() Block access @

(D) There aren't any authentication contexts configured in your organization. Learn how to create one

@ Your organization has not turned on the ability to process content in Office online files that have encrypted sensitivity labels applied

and are stored in OneDrive and SharePoint. You can turn on here, but note that additional configuration is required for Multi-Geo
environments. Learn more

Turn on now



Enable sensitivity labels for groups & sites

A Open a Windows PowerShell window on your computer.

A Connect to Azure AD with admin credentials.

A Import-Module AzureADPreviewConnectAzureAD

A Fetch the current group settings for the Azure AD organization.

A $Setting = Get-AzureADDirectorySetting -1d (Get-AzureADDirectorySetting |
where -Property DisplayName -Value "Group.Unified" -EQ).id

A Enable the feature:

A $Setting["EnableMIPLabelg] = "True"

A Then save the changes and apply the settings:

A SetAzureADDirectorySetting -1d $Setting.ld -DirectorySetting $Setting



Create and publish sensitivity labels

The global admin can create and manage sensitivity labels from the
Microsoft Purview compliance portal.



